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6 - Creating Network Objects

Objectives
e Understand the type of objects that can be used in a Security
Policy
e Create the Firewall object and change some parameters

Establish trust between the SmartCenter and Firewall

Understand how to set Anti-spoofing

Know how to set the maximum concurrent connections through
the Firewall

Know how to break and reset Secure Internal communications
(SIC) between a SmartCenter and Firewall

e Create the basic objects required for the classroom environment

Prerequisites
e Complete Module 5

e Virtual machines Hostl, mgmt-Sitel & fw-Sitel must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 3

Object Types

Creating the Firewall Object
Breaking SmartCenter & Firewall SIC
Creating General Network Objects

Total time

www.elearncheckpoint.com

15 Minutes

15 Minutes

15 Minutes

25 Minutes

70 Minutes
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1 Object Types

Metwark Objects. ..

Services. ..

This section is background information you can select the options as you read through
it but do not create any objects yet.

Resources...
Servers and OPSEC Applications. ..

Users and Administrators. ..

11 Ob] ect TypeS Permissions Profiles. ..
. . . . =] & M & Ime...

Security Policy rules are created using objects. YPN Communites...
H . . . e El"' |Q Q Iib} '2' Abra Properties...

There are some objects that are already created like TCP/UDP service definitions L2 Mk Ob) Remate Atess .

. . 5 =
(lots of them) and the dynamic network objects. = i ans v
=] Hod
. . . . . . N:t:;ks SrmartYiew Monitar 4
All network objects you intend to use in the security policy will need to be created. Groups User authariky .
Dynamic Objects Change My Passward...

Objects can be created before you try and use them in a policy or they can be created
on the fly when you realize the object is required.

o Security Zones

Object types can be All types of objects can be created via the menu option — Manage.

*  Network Objects If you need to create an object while editing a rule you can do this via the plus

e Services symbol in the rule element column.
e Resources
° Servers and OPSEC App“catlons Source Destination YPH Service Action Track 1
e Users N A\ [5e 0 5earc a [a g *
e VPN Communities
MHame IF Address Comment ad
i,?JAuxi\iaryNet
. . Ll cp default_oOffice_Mode_a... 172.16.10.... Used as a default for OFFi...
111 Creatlng ObJeCts ﬁ,?}CPDSh\eId DSHIELD IP blacklist
. . . <2rDMzNet
The Objects Tree has separate tabs for the different types of objects that can be %‘wzz:na
Cl’eated . % ExternalZone
i,?JInternaINet
. . l%‘Intermﬁlmme
Each type of object has different parameters to set that may have an affect on how ﬁ:}ﬂnca:Mac:inE — SR L
. . . i LocalMaching _All_Interfaces Check Point Local Maching. ..
the Securlty pOIICy IS enforced gmgmt 10.1.1.1 SmartCenter for Sitel, em, . v
. . . . . 12 object(s)
Only the most common type of network object is listed in the objects tree by default.
Mew, ..
As you create an object type that is not listed by default a sub category listing will N :Zf:,’;;km
appear_ ngeLLAccess Rale ,

Address Ranges ¥

Highlighting network objects and using the 2" mouse button will display other types Other v

of objects that can be created.
You can either add an existing object to the rule or create a new object that will then
be added to the rule.

6-CPMgmtl-CreateObj-R75-Sample 3 © Lezha Publications 2012



1.2 Network Objects
1.2.1 Check Point

Network objects of type ‘Check Point’ are used for objects that have a Check Point

component installed and will require a license.

Check Point objects are usually gateways with multiple interfaces but do not have to

be.

o~ ]la@s® €

= . MNetwork Objects =22 Firewall =l

+ W T
Mode  Security Gateway/Management. ..

+ Mebw  SEcurity Clusker 3
Grou Host..,
+ Cryne
- secd UTM-1 Edge Gateway...
WPM-1 Power YSX 3
DLP-1 4
Caonneckra 3

IP3-1 Sensar...

Externally Managed YPN Gateway...

SrnarkLSM prafile 3
Query Objects,..

Irnpork. ..

Sort Tree 3

SmartCenter security policy.
Admin via https://edgebox:981

VPN-1 Power VSX Virtual firewalls, allows multiple independent

firewalls to be run on a single hardware device.

Often used in very large enterprises or hosted
firewall service in datacenters.

DLP-1 Data Loss Prevention. This can be a Blade on a
firewall gateway or a standalone appliance.

Scans SMTP, FTP and HTTP traffic for data being
sent out of the enterprise.

Connectra SSL VPN gateway. Can be a Blade on a firewall
gateway or a standalone appliance.

IPS Sensor... An appliance that can be a gateway or inline
inspection device. Effectively implements the IPS
features of the IPS Blade, cheaper than a full
firewall.

‘InterSpect Gateway’ back in NG.

Externally Managed VPN Used when creating VPNs when you know the
Gateway... partner has a Check Point gateway. If you don’t
know the VPN endpoint vendor appliance use
object type ‘Interoperable device’.

Check Point Object Types

Security

Gateway/Management...

Most common Check Point object created, firewall
with multiple interfaces.

SmartLSM profile Define profiles that are used as part of
SmartProvisioning for deploying standard profiles
on gateways.

Security cluster

Cluster object made up of one or more firewalls,
usually two firewalls.*

Host...

Usually the SmartCenter but can be a Log Server
or a firewalled with a single interface, like a public
web server with check Point installed.

UTM-1 Edge Gateway...

Small office appliance that can be independently
managed via a web interface or integrated into the

*You would only create a cluster with one firewall if you knew that in the future you
were going to add a second gateway for High availability.

It is much easier to just add the second gateway than create a cluster from an
existing firewall with VPNs configured for it.

All VPNs will break and need to be deleted and recreated when migrating from a
single gateway to a clustered gateway configuration.



1.2.2 Nodes

Node objects are either Gateway or Host, usually host.
Examples are FTP, Web and SMTP servers.
They are named objects with an IP address.

= E MNetwork Objects
Check Point
(]
— MNode Gateway..,
Host...

Query Objects...
Innpart. ..

Sork Tree 3

1.2.3 Network

Network objects are just network address and subnet mask.

2 2 Metwork Objects

Check Poink
Modes
=

w Metwark., ..
Groups

Dwnam

Securit Query Objects, ..

Irpart...

Sark Tree k

You may have multiple networks for example

10.1.0.0/24
10.1.1.0/24
10.1.2.0/24
10.1.3.0/24

You can also use a single object in the SmartCenter to represent all of them.

10.1.0.0/255.255.252.0

6-CPMgmtl-CreateObj-R75-Sample

You may need to define individual network objects for each one depending on the
rules for the security policy.

Check Point requires the full netmask to be defined not the shorthand / format.

1.2.4 Groups

Group objects are used extensively in Check Point and you can use nested groups,
groups within groups.

= e Metwork Objects
Check Paoint

=l riodes

Mebworks

E Graups Simple Group. ..
Dy Group With Exclusion...
5e

. User Authority Server Group, ..
Query Ohjects. ..

Impoart...

Sart Tree 3
Show groups hierarchy

1.2.5 Dynamic

A dynamic object is a logical object where the IP address is resolved differently per
Check Point Security Gateway using the dynamic_objects command.

<% AudliaryNe

<% CPDShield

52 DMZNet

% Inkernaliet

<% LocalMachine

ﬁ_?j LocalMachine_Al_Interfaces

© Lezha Publications 2012



1.2.6 Security Zones

A Security one is a logical network object that represents interfaces with a common

security policy. Used for UTM-1 Edge devices for small offices.

B oMzzone

% Externalfone
% InternalZone
% WirelessZone

1.2.7 Others

The ‘Others’ type of objects are not listed by default and will only appear in the
Object Tree once you create an instance of that object type.

Security Gateway/Management. ..
Security Cluster

Modzs o
ost...
+ zreot:‘;sr Query Objects. .. ——
. Dynami Import... aroups
] Securitt  Expand UTM-1 Edge Gateway...
Sort Tree ] WPH-1 Power ¥5X
v Do not show empty Folders DLP-1
Arrange by groups Conneckra

1P5S-1 Sensar...

SmartL5M profile
Mo

L4

Externally Managed YPH Gateway. ..
Interoperable Device. ..

Damnain...

OSE Device...

Logical Server...

Address Ranges 3
Drynamic Object,,,
Security Zore...
WoIP Domains L3
Other Object types
Interoperable Device...  Used for defining partner VPN
endpoints.
Domain... DNS domain object.
OSE Device... Third party router devices that can

have security policies generated and
installed from the SmartCenter.

Requires optional license.

Logical Server... Used for Connect Control Load
balancing module. Optional license
required.

Address Ranges Network address range for IP

addresses, 1.1.1.1t0 1.1.1.30

VolP Domains Objects for VolP protocols, SIP,
H.323, MGCP, SCCP

1.2.8 VolP Domains

Check Point has added extensive INSPECT checking for VolP protocols and
requires careful setup of the correct type of object and service in a rule to enable
VolP protocols to work through a Check Point firewall.

YalIP Domain SIP Proxy

YoIP Domain H.323 Gatekeeper
YoIP Daomain H. 323 Gateway
YaoIP Domain MGCP Call Agent
YaoIP Domain SCCP CallManager

VOIP protocols tend to use a large number of dynamically allocated ports and can
tunnel video and data that makes them difficult to secure.

The implementation of VOIP protocols by software vendors is relatively new and the
interpretation of an RFC by developers and security implementers are not always
the same.



1.3 Services, Resources, OPSEC, Users & VPN Communities

131

1.3.2

Services

The services tab lists a large number of predefined objects that can be used in the
Services column of a rule.

i TCP
MR Compound TCP
03 Cikrix TCP

O

uoP
RPC

[ER 1cmp
[ DE-RPC
E5d Other
Graup

[E3 e R R TR

[+ H

Note: Just because a service is predefined does not mean that the Check Point
inspection engine will filter at the session/data level for that protocol. It may just be
looking at the port number.

INSPECT code has been added for lots of services to filter at the Session/Data
level. However, the only way to be sure is to try and abuse the protocol to see if you
can effectively tunnel anything over it. This applies to all firewalls not just Check
Point.

Abusing a protocol and tunneling a different application over it is demonstrated later.

The example is not sophisticated and requires only simple networking knowledge.

Resources

Resources relate to the Content Security Servers, usually limited to a few services,
HTTP, FTP, and SMTP.

There is also a generic TCP resource for handing data streams to external virus
content scanners.

133

e - < s &
ﬁm_ URL..

URI for Qos...
;z:lfpse |
FTP...
w Do not show empty Folders TCP...
CIFS...

Large enterprises are likely to use a dedicated application content security
appliance like Bluecoat, Websense, MailMarshal,MimeSweeper to handle detailed
inspection of http, ftp, smtp data streams.

Not everyone has the budget for these appliances. The use of Resources can fill a
security gap and should not be ignored. Resources are explained later.

Servers & OPSEC Applications

These object types have predefined characteristics, for example RADIUS or
Certificate Authority servers.

OPSEC - Open Platform for Security Enterprise Connectivity.

This is Check Points platform for third party vendors to certify their products as
Check Point compatible.

A list of different products that have been certified is available at www.opec.com.

L |4 | @ | B [ & | 8

= ﬂ;} 5 5 and OPSEC Application RADIUS...
o[ Servers RADIUS Group. ..
= % Trusted Cas Collapse TACACS,,,
§z internal_ca sort | LD&P Accourt Unit...
483 OPSEC Applications v Do not show empty Folders A 4

SecuRemate DMS..,
SecurlD...

OPSEC Application. ..
CYP Group...

LUFP Group...

CPMI Group, ..

The ‘internal_ca’ object is automatically created when the SmartCenter is installed.

It is responsible for signing all certificates generated by the SmartCenter for use by
firewalls.

If this object is corrupted VPN communications will break.
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1.3.4 Users and Administrators 1.3.5 VPN Communities

VPN communities allow a relatively simple method of defining encryption

There are two types of users. parameters within the SmartDashboard.
- L The Site to Site communities are for gateway to gateway encryption supporting any
Administrators Used for logging !nto th.e.SmartCenter to IKE/IPSec compliant gateways.
control the Security policies.
The first administrator is managed by The Remote Access community is for use with Check Point’s SecureClient desktop
‘cpconfig’ all others are created and application for securing remote users using IKE/IPSec.

edited in the SmartDashboard.

L o
General Users Used for matching a user when required n | e & U= Gl
by a rule in a security policy.

ﬁ My Collapse
General Users must belong to a Group to enable a match in a rule. = [ remat oo »

v Do onok show empty Folders

o || < R &
=) ,2| Users and Administrators
Access Roles
4 Adminiskrator Groups
§ Adminiskratars Star based communities allow all the members to communicate only via a central
i cpconfig_administrakars hub.
@ External User Profiles
Q LOAP Groups
=1 % Templates
2 Default
E |Jset Groups

E Uzers

External authentication databases can also be integrated into the security policy.

Site to Site Communities can be either Mesh or Star (Hub) based.

Mesh based communities allow all of the members to directly connect to each other.

An example would be using RADIUS or LDAP where the firewall hands the request
for authentication off to an external server and does not hold the user details in a
local firewall database.

Using an External database can simplify user account management.



The list of tabs on the left may change depending on what blades are selected. At

2 Creatingjthe Firewall/Object the moment there is no VPN tab as it's not required since ‘IPsec VPN’ is not

selected.
2.1 Check Point Gateway Object AT — PR
A SmartCenter license has a limited number of firewall modules it can manage unless GeneralPropettis | Check Point Gateway - General Properties
it is an unlimited license. N Machine
Dttier Mame: | Calor:
In a live environment you will need a SmartCenter license that can manage the 1P s | [ Resohve homName | (] omamic Address
number of firewall modules you have deployed. Carmment | \
Secure Internal Communication
For example, a three site SmartCenter license can manage up to three firewall Cetiate Stete. [Uniniiaized | [ TestsiCstans. |
modules. Pltfoem
Hardware: ‘Upen server V‘ Version ‘H?E.ZU V| 05 ‘Unknown os V| | Get |
A separate license is required for each firewall module. N
Network Secuity Blades Management Blades
2.1.1 Create a New Check Point Gateway Wetwark Secury 0] | Management (0]
[ Firswall Application Control
O PsecvPn Signature-based aranular control of
Elr'- | Q & E} 'gl S riands o gl;\[lsmet applications and
= E'r.. Mebwork Objects o
&} S
EE“! o | ] e s
. Nod Security GatewayManagement. .. = | [\E =
Security CIust » .
Nety eCUry Cluster _L’Vl\}\ -
Muore Infa @
There is a wizard option for creating the firewall object but it is easier to just set all
the values from the main dialog.
Select ‘Don’t show the dialog again’ and ‘Classic Mode’

Check Point Security Gateway Creation b—(\

= 2.1.2 Setthe Hostname and IP address 172.21.1.1
Fill in the Name, IP Address, and Comment.

‘ A ‘ ‘ D ‘ Check Point Gateway - General Properties

Machine

Create the Check Point Security Gateway using:

wfizard Mode Classic Mode Mame: | fsitel com Calor
P Acithess: [172.21.1.1 | [ Resoive homName | [] Dynamic Address
Mote: To set a default creation made, go to Palicy > Global -
Properties > SmartDashboard Customization, Comment: |F||ewaH for Site1 ‘
[Dort shovthis agai The IP address should be the external address although in some cases it may have

to be the internal address. If you have a single firewall (not clustered) then the
external address should always be used.

The IP address defined in the general properties will be the address that is used as
the VPN endpoint address by default.

6-CPMgmtl-CreateObj-R75-Sample 9 © Lezha Publications 2012



2.1.3

214

The SmartCenter will always try and connect to the IP address defined in the
general tab when it installs policies. That can sometimes be a problem when using
clusters.

If you manage UTM-1 Edge devices from the SmartCenter and create VPNs
between them and a gateway has an internal IP address in the general tab set you
may have problems.

The Edge device might try and use the internal address as the tunnel endpoint
which it cannot do over the internet. It was a bug and may have been fixed
depending on the firmware installed on the UTM-1 Edge device.

Set the Color to Red

Check point removed the large selection of colors that used to be available in
previous versions and you need to add colors to the selection list if you want to use
them.

Set the color to Red

Name Add
M Black
Wb J
M Biown x]
W oiive
.s"::ge Color: [] v

@ mssmEm

hiame: [] [ LN ]
|anm
(iEmEm Help

It is fairly common to try and set a color code standard for object types. Usually
doesn’t last very long but always good to make an effort.

Select Check Point Software Blades

For the moment the only Check Point product that needs to be selected is the
Firewall.

Select the Firewall Blade

2.15

Software Blades

Metwork Secuily Blades: | SG103 w  Management Blades: | 5M1003 -
Hetwork Secuity (1] | Management (0]
Firewall [] &pplication Contral IPSec VPN
LIPS =cveN L] URL Fitering Sophisticated but simple bo manage
Site-to-Site YPM and flexible Remote
[ QoS Access working seamlessly with a
CPs o wariety of YPN agents.
L) R |
I |
)
— =
[ Monitaring

Maore Info 4

Some of the other Blades will be turned on later when required.

In live environments you need the right license to be able to turn on the Blade. This
is an evaluation environment so everything will work.

You can normally select a blade to turn it on even if you do not have a license for it.

When you try and install the policy if you do not have a license then the policy will
not install.

Set Secure Internal Communications

Setting communications will establish a link with the firewall and establish trust so
that the firewall can be controlled from this SmartCenter.

At the moment the firewall is not under the control of any SmartCenter.

Secure Internal Communication

Certificate State: | Uninitialized

Select Communication

Test SIC Status...

Enter the Shared secret —abc123

This is a one time secret to authenticate the self signed Diffie Hellman public key
that will be exchanged between the firewall and SmartCenter.



Trusted Communication, @E|
Platform: | Open setver / UTM-1 / Power-1 -

Authentication
One-ime password: ssssee

Confim one-tine password: [eweses

Trusted Communication Iritiation

Initialize:

Certificate state: |Lninitialized

Select Initialize

Certificate state: \\I/ Trust establizhed
0K Cancel

The Trust state should change to ‘Trust established’.

Select OK

The topology information is automatically fetched from the firewall. This is the IP
address and networks associated with each interface. The topology tab is where
anti-spoofing is configed.

Get Topology Results E‘
The topology was retneved successfully.
The following table shows every interface found for the given machine.
Metwarks [or & group of them) that reside behind each interface are alza shawn here.
Hame IP Address Metviork Mask. Direction
O eth) 1722111 255.255.255.0 External
O eth2 192.168.100.254 255.255.255.0 Internal (T his Mety
O~ eth3 101.1.254 256,266, 256.0 Internal (T his Mety
< >
Legend
MNew object was created
Existing object was used.

If you get ‘Initialized but trust not established’ then it could be

e SmartCenter cannot connect to the firewall module. Likely to be an IP
address or routing issue.

e The shared secret is incorrect. You need to reset SIC on the firewall
module and select ‘Initialize’ again.

e The virtual machine network interface in not connected.

e The virtual machine Ethernet setting is on the wrong virtual network,
VMnet0, VMnetl, VMnet2, through VMnet9. Each is a separate VLAN.
Make sure the same networks are connected to the same VMnet.

The virtual machine issues only apply to this training environment.

Providing you have established trust then you can move onto the next step. If not
you must debug the problem first.

2.1.6 Changes to the Firewall Tab Option List

Extra options have been added to the Tab list because this object has a Firewall
Blade installed on it.

General Properties
Topology
MNAT
HTTPS Inspection
SecurePlatform
Logs and Masters
Capacity Optimization
(= Other
SMTP
SaM
Connection Persiste
Permizsions to Instal
SYMDefender
Legacy duthertic ati
SmartDirectory [LDA
Cooperative Enforce
Mare Settings

2.1.7 HTTPS Inspection

This is one reason never to trust using HTTPs from a corporate environment.

No change required



el Pl AU (et Accessibility to the WebUI is usually controlled by adding rules to the Security policy

NAT Please follow these steps in order to enable HTTPS Inspection to eXplICItly allow access if requlred

SecurePlattom — Step 1
Logs and bfasters 77
Capacity O ptimization
= Other
SMTP Accessibility @El

SAM ‘ Step 2
Connection Persiste

Permissions to Instal
FrNDelender . ) Aotivating HTTPS Inspection an your Security Gateway without deplaying the © Through allinterfaces
Legacy Authenticati C& Certificate will result in 55L error messages when accessing HT TPS sites.
SmartDirectory [LDA
Cooperative Enfarce —
Muore Settings L] Hepd

b [] Enable HTTPS Inspection

This can be overridden, not usually done!

Create or |mport C& Certificate for HTTPS Inspection

R_]J’ Deploy the certificate in your organization Leamn more... The portal is accessible:

O Thiaugh intemal interfaces

(3 Accarding to the Firewall policy

HTTPS is usually a client to sever endpoint encryption. However, it is possible to
deliberately build a Man in the Middle gateway that allows full content inspection.

2.1.9 Setting Logs And Masters

The firewall will only log to its local disk if it is specifically set to log locally or the
The simple rule is DO NOT USE HTTPS Internet banking from work or an unknown firewall has lost connectivity to the SmartCenter.
computer.

Effectively breaks the trust of SSL connections.

Turn on log rotation to occur at Midnight.
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No chan g e req uired. General Properties Local Log Files
Topology
MAT Lag Switch
Gi I P i SecurePlatform .
T:;:I[;gy e ;g!j:;gf&?;hm [] Log switch when file size is: MBytes
SecurePlatforrn Admiristration \Web Portal
NaT ogs and M (_¥] Schedule log swi :
s e 0 switch to A4 Manage...
HTTF'S'"”C“U" Main URL: [ https:/172.21.1.1/ v apacity Dptimization &
urePlatform
Oth .
Logs and Masters e eSIMTP Disk Space Management
C ity O ptirnizati
= Df::'cw v SRt Cerificat SaM Meazure fiee disk space in: MBytes W
SMTP ernests Connection Persist )
SAM This portal uses an auto-generated certificate. Wou can also import your own cerificate Permizsions to Inst [ Required Free Disk Space : MBytes
Connection Persist] SN efender
Permiszions ta lnst Lagacy.AuthenticE
SNDefender i Use a certificate from a trusted CA to avoid browser warrings SmartDirectory (LD Days
Legacy Authentice| Cooperative Enfarg
SmartDirectory (LD Y hare Settings
. Accessibility
Cooperalive Enfor| ) .
More Setlings The portal is accessible according to the Firewall policy. [¥] Alert when fiee disk space is below 205 | MBtes
Alert ype: Popup Alet v
[[]5tap logging when free disk space is below: MBytes
The SSL connection to the WebUI for SPLAT uses a self signed certificate which
will produce certificate errors.
It is possible to import a certificate from an external trusted CA to remove the
Warning. Reserve | 500 % | MBytes v | for packet capturing




There is an option to forward the log files to another Log Server. A SmartCenter is
bundled with a Log Server by default but you can purchase a separate license that
will just be a Log Server.

No change required.

General Properlies Additional Logging Configuration
# Topology
H MAT Log Farwarding Settings
HTTPS Inspection |:| Fonward log files to Log Server:
SecurePlatform
= Loge and Masters Log fonwarding schedule;
Additional Logging|
Masters
Log Servers
Capacity O ptimization Advanced Settings
=) Other
SMTP Update Account Log every: 3600 % | Seconds
SamM

Connection Persist
Permizsions to Ingt

The Masters tab lists the SmartCenters that are allowed to install security policies
on this gateway.

No change required.

General Properties Masters
+- Topology o
w- MAT () Use local defivition: for M asters

HTTPS Inspection
SecurePlatfom
=- Logs and Masters
Additional Logging

(%) Define Masters
Lge the following b anagement Stations for fetch and install

g mgtrt
Log Servers
Capacity Optimization
= Other
SMTP
SAM
Connection Persist
Permissions to Inst

SYMDefender Add...

[ Y N J

The Log Server tab allows you to explicitly set where the firewall will send logs.

If you have a large firewall deployment you may have purchased a separate log
server and moved the logging from the SmartCenter to a dedicated log server with a
large storage capacity.

No change required.

General Propertias
+- Topalagy
+- NAT
HTTPS Inspection
SecursPlatform
= Logs and Masters
Additional Logging
Masters

Capacity Optimization

= Otker
SMTP
SaM
Connection Persist
Permizsions to Inst
SYMNDefender
Legacy Authentice
SmartDirectory LLY
Cooperative Enfore
Maore Settings

Log Servers
() Uge local definitions for Log Servers
() Define Log Servers

[] 5ave logs locally, on this maching [fe.site]. com)

Always zend logs to:

Log Server Logs Alerts
g gt
Add..

‘when a Log Server iz unreachable, zend logs to

Add..

Logs file size can grow very quickly and should be monitored.

Settings are available to generate alerts when thresholds are met and should be

configured in a live environment.

Log threshold alerts should be set on both the Firewall and SmartCenter objects.

2.1.10 Capacity Optimization

This determines the number of connections that the firewall will be able to handle.
Just because you can set the value to 100,000 does not mean you should.

You would need an appropriate server with enough CPU & memory resources.

The default value is 25,000 connections.

No change is required.



Gieneral Froperties Capacitylliptinizabion The following commands will display helpful information regarding firewall
Topology

[

BNAT Capacity Optimization connections and memory use.
HTTPS Inspection
SecurePlatform Maximum concurment connections: 25000 Es fw ctl pstat
= Logs and Masters
Additional Loggi — i —
WM asters sang Calculate connections hazh table size and memory pool fw tab -t connections S
Log Servers (3) Automatically
= Other (O Manually
SMTP
S Connections hash table size:
Connection Persist
Permiszions to [nst Memaory pool size: MByte
SND efender
Legacy Authentic: I axirnum memary pool size: MBEyte

SmartDirectory (LD
Cooperative Enforg
More Settings

WPM Capacity Optimization

Maximum concurrent [KE negotiations:

Maimum concurment tunnels:

The other options will be introduced later.

You should now have a good overview of the parameters that can be set on a
firewall object.

Select ‘OK’ to finish creating the firewall object fw.site1.com.

You should now have two Check point objects listed in the Objects List.

% | [@ |
= Elr'- Metwork Objects
= Check Point
m Fww,sitel com
g rngrnk



3 Breaking SmartCenter and Firewall Communications

3.1 Breaking and Resetting SIC

There will be times when you need to reset Secure Internal communications (SIC)
between a firewall module and the SmartCenter.

If communications break you will need to reset SIC in two places

e  On the Firewall using ‘cpconfig’
e The firewall object.In SmartDashBoard,

When you reset SIC the policy on the firewall will revert to ‘InitialPolicy’.

On a live system this may be an issue since no traffic is routed via the firewall and
network downtime will occur.

Test SIC before you stat

Check Point Gat y - G 1P

Machine

| [ Resaolve from Mame ] [] Dynamic Address

Mame: |lw.swte1 com |

IP Address: [172.21.1.1

Comment: | Firewall for Sitel |

(\[ Test SIC Status }

Hardware:
o SIC Status for fw sitel_can: Cammunicating et

Secure Internal Communication

Certificate State: | Trust established

Platform

Software Blade
Metwaork Sec
Network Secu

[¥] Firewall
[C1IPSec P

[ Mobile Ad
[iPs

[ Antiting

3.1.1 Reset SIC on the Firewall
To reset SIC on the firewall, login to the firewall and run ‘cpconfig’.
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Login using either the console or SecureShell.

Check Point SecurePlatform R75.20
For Web User Interface access connect to https://172.21.1.1

login: admin
Password:
Last login: Mon Mar 26 14:30:38 on ttyS0

? for list of commands
sysconfig for system and products configuration

[fw]l# fw stat
HOST POLICY DATE
localhost InitialPolicy 26Mar2012 14:29:37 : [>eth0] [>eth3]

Run cpconfig

[fw]# cpconfig
This program will let you re-configure
your Check Point products configuration.

Configuration Options:

(1) Licenses and contracts

(2) SNMP Extension

(3) PKCS#11 Token

(4) Random Pool

(5) Secure Internal Communication

(6) Enable cluster membership for this gateway
(7) Automatic start of Check Point Products

(8) Exit
Enter your choice (1-8) : 5
Select option 5 to reset SIC

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Trust established
Would you like re-initialize communication? (y/n) [n] ? y

Note: The Secure Internal Communication will be reset now,
and all Check Point Services will be stopped (cpstop).
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No communication will be possible until you reset and
re-initialize the communication properly!

Are you sure? (y/n) [n] ? y

Enter Activation Key: abcl23

Retype Activation Key: abecl23

initial module:

Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

The Secure Internal Communication was successfully initialized

Configuration Options:
(1) Licenses and contracts

(2) SNMP Extension

(3) PKCS#11 Token

(4) Random Pool

(5) Secure Internal Communication

(6) Enable cluster membership for this gateway
(7) Automatic start of Check Point Products

(8) Exit

Enter your choice (1-8) : 8

Select Option 8 to Exit

Thank You...

Stopping SmartView Monitor daemon

SmartView Monitor daemon is not running
Stopping SmartView Monitor kernel

Driver 0 is already down

SmartView Monitor kernel stopped

rtmstop: SmartView Monitor kernel is not loaded
FloodGate-1 is already stopped.

FireWall-1: UserCheck server is not running
VPN-1/FW-1 stopped

SVN Foundation: cpd stopped

Multiportal daemon: mpdaemon stopped

SVN Foundation: cpWatchDog stopped

SVN Foundation stopped

cpstart: Power-Up self tests passed successfully

cpstart: Starting product - SVN Foundation
SVN Foundation: Starting cpWatchDog

SVN Foundation: Starting cpd
Multiportal daemon: starting mpdaemon

3.1.2

SVN Foundation started
cpstart: Starting product - VPN-1

FireWall-1: starting external VPN module -- OK
FireWall-1: Starting fwd

Installing Security Policy InitialPolicy on all.all@fw
Fetching Security Policy from localhost succeeded
Failed to read database.

Probably module was never installed

Failed to fetch policy from masters in masters file
FireWall-1: enabling bridge forwarding

FireWall-1 started

cpstart: Starting product - FloodGate-1

FloodGate-1 is disabled. If you wish to start the service,

'etmstart enable'.
cpstart: Starting product - SmartView Monitor

SmartView Monitor: Not active
cpridstop: cprid watchdog stopped
cpridstop: cprid stopped
cpridstart: Starting cprid

[1]1 17413

[fw]#

please run

If using SecureShell to the firewall you will likely loose connectivity and need to

reconnect.

[fw]# fw stat

HOST POLICY DATE

localhost InitialPolicy 29Mar2012 19:20:22
[fw]#

Now you need to rest SIC at the SmartCenter for the firewall object.

Test Trust for the Firewall Object in the SmartCenter

Trust was established earlier but since a new DH key pair and public key certificate
has just been created the SmartCenter will have the wrong certificate associated

with the firewall object.

Testing SIC should now fail.



Edit the Firewall Object, Communications, Test SIC

SIC Status for fw.site].com: Mot Communicating

Peer does not have a certificate for SIC [eror no. 111]

** Ty to re-establizh the trust ™

Note: Just because the SIC connectivity test fails does not always mean that SIC is
broken.

It was deliberately broken here to demonstrate how to reset it.

In a live environment there could be network connectivity issues or a security policy
might have been installed that prevents the SmartCenter connecting to the firewall.

3.1.3 Reset SIC in the Firewall Object
To reset SIC, edit the firewall object and select Communications, Reset.
Reset SIC on the firewall object.

There are several warnings because this is not something you want to do by
mistake.

Authentication ©

Check Point SmartDashboard

9, Tocomplete the reset operation, you need to alsa reset the device in the configuration toal,
\'/ Communication will not be passible until vou reset and re-initialize the device praperly.
Are yau sure you wank to reset?

Certficate state: '@ Trust established U Reset D|

You can either do the reset on the SmartCenter first or Firewall but it will need to be
completed on both locations. Usually the firewall is completed first since you will get
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immediate feedback to confirm trust is established if you do the SmartCenter bit
second.

Check Point SmartDashboand

Reset is done,
! Please re-install the Firewall Palicy in arder ko update the CRL list,
‘fou must install the Firewall Policy to ALL Security Gateways,

The reset cleared the cached DH firewall certificate and now a new connection
needs to be established with the firewall.

Enter the Activation Key and Select Initialize.

Platform: |Upen server / UTM-1 / Power-1 e

Authertication ©

One-time pazswaord: |...... |

Confirm one-time password: |uuu |

Trusted Cornmunication |nitiation

Test SIC Communications again and it should now work.
Now the SmartCenter is back to being able to install policies on the firewall.

Make sure you select ‘OK’to save the firewall object changes.
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4 Creating General Network Objects

4.1

41.1

This next section creates typical network objects that are required for a basic security
policy.

The objects mostly relate to the training environment but a few of the objects
demonstrate the problems that can occur in a live environment.

Because the training environment is limited with the number of virtual machines some
of the objects will not necessarily exist but will be created and used as part of the
security policy.

Network Address Translation will be dealt with later. Therefore, no changes will be
required to the NAT tab setting for any of the objects created in this section.

Creating the Network Type Objects

Network objects are always defined with a Name, Network address and Subnet mask.

Create the Internal Network

Select Network from the Objects Tree —Network

= T Metwark Objects
= Check Paint
m Fu.sitel . com
B mare
Modes

Group:
Diyenan
Securil

Query Objects. ..

Import...

Sork Tree 3

Complete the Network dialog
Set the Broadcast Address to Not Included.

Name Net_10.1.1.0
Network Address 10.1.1.0
Net Mask 255.255.255.0
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41.2

41.3

Network Properties - Net_10.1.1.0

General | MaT

Mame: |Net_1D.1.‘I.D

Network Address: [10.1.1.0

|
|
| 255.255.255.0 |
|

et Mask:
Comment: |Site1 Internal Metwark
Calar: | B Olive v

Broadcast address:
() Included

Select ‘OK’ to create the object.

Network Object — Broadcast Address

In general the setting should be set to ‘Not included’.

This means that when the network object is used as a source or destination in a rule
the broadcast address will not be treated as part of the network and therefore will

not match the rule.

If you do not set the broadcast address to ‘Not Included’ then it may allow the
following.

A user on the internal network creates a packet that has the destination 80.1.1.1 (an
external public address) with a source IP address of 10.1.1.255.

The packet is routed to the firewall and matches an outgoing rule.

The firewall has been configured with Network Address translation to change the
internal network address to hide behind the external IP address of the firewall.

The packet is sent out with the firewall address but when it receives the reply it
maps the Network Address Translation back to 10.1.1.255 and creates a broadcast
storm back onto the internal network.

Send one packet out and get multiple back.

Create the DMZ Network
Complete the Network dialog.
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Name Net_192.168.100.0
Network Address 192.168..100.0
Net Mask 255.255.255.0

Network Properties - Net_192.168.100.0

General | MAT

Name: [Net_192.168.100.0

Metwork Address: | 192.168.100.0

|
|
Net Mask: | 255.255.286.0 |
|

Comment; [Site1 DMZ Network
Colar: | B Fed v

Broadcast address:

O Included @i

4.1.4 Create the External Network

This uses an alternative method of creating the network object. If you have
SmartMap then you can use it as an interface for editing and creating network
objects. The evaluation license includes the use of SmartMap.

Some of the objects, like the firewall, have what are called ‘implied networks’ based

on the objects interface IP addresses.

The IP address associated with an interface on the firewall will have a network and
subnet mask. The network object can be created using ‘actualize’ from within

SmartMap.

The initial layout in SmartMap may be difficult to see.

To use SmartMap it must be enabled and after it has been enabled you must logout

and back into SmartDashboard.

Select Zoom — Actual Size

6-CPMgmtl-CreateObj-R75-Sample

Smartiworkflow %9 SmartMap

® Select Mode

Zoom Mode
Fit SmartMap in window  Cerl+w
- 3
Disconnec| Artange F59,
fu site Objects Mew Metwork Objects  # S0%,
com locale customizat
ustomization... 150%
v Docked Yiew

® Custom Zoom...

Zaom In +
Zaom Cut

You may have to adjust the layout slightly to keep the diagram tidy. The
172.21.1.0/24 network is an ‘Implied Network’ because the firewall has an interface
IP address within the network range.

Internet J{‘_
172.21.1.0
AL |‘ Imnplied Metwork,
Net 142 (W |172.21.1.0 (255, 255.255.0)
1EE.A400 fu.zite | Created by Topology Wiew
com
.
w 4t
i Met_10
g 440

Use 2" Mouse button and Select Actualize Network.

I
172211,

|
I

fuu.zite ] Conneck ko 4
SCom

Wiew, .,

Actualize Network,

Mew Metwark Objects  #

Collapse Locale

1L
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The network dialog is displayed with completed fields using the default naming
convention Net_.

Complete the Network dialog, Color and Comment, Broadcast Address.

Network Properties - Net_172.21.1.0

General |NAT |

Mame: [Net17221.1.0

Network Addriess: [172.21.1.0

|
|
Met Mask: | 255,256 256.0 |
|

Comment: |Site1 External Metwark
Color: |. Red v

Broadcast address:

(O Included (O}

4.1.5 Create the Remote Site2 Network
This network will be used later when managing multiple firewalls.

Complete the Network dialog.

Name Net_10.2.2.0
Network Address 10.2.2.0
Net Mask 255.255.255.0

Network Properties - Net_10.2.2.0

General |NAT |

Name: [Net_10.2.2.0

Network Address: [10.2.2.0

|
|
Net Mask: | 255.265.255.0 |
|

Comment: | Site2 Internal Metwark,
Caolor: | B Ciive v

Broadcast address:

O Included (O}
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4.2 Creating Node Type Objects

Node objects can either be Hosts or a Gateway, they are usually hosts as the majority
you create will only have a single IP address. You might configure the Classroom
router as a Gateway object but it is not necessary.

4.2.1 Create the Internal Server adsrv01l

This object will act as the Active Directory server for sitel. It also has an FTP and
Web Server roles enabled.

Create a Node — Host object

=]
3 Gateway...
sk
e
At :
Query Objects...

ol
AL Import..

- aal Sort Tree 3

P e

Fill in the details for Sitel Active Directory server.

Name adsrv01.sitel.com

IP Address 10.1.1.2

Host Node - adsr¥(1.site1.com

General Properties Host Node - General Properties

Topology

WAT Machine

Other Hame: |adsrv01 site.com | Colar:
IP Address |1D.1.1.2 | [ Resolve from Name ]

Comment: |Site1 Active Directary Server |

Products:

E Canfigure Servers...

A host type object can be assigned a particular role, SMTP, Web or DNS server that
adds extra INPSECT checking. This is selected via the ‘Configure Servers...’

Select ‘OK’ to create the object.
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